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Security Requirements for Automatic Data Processing
(ADP) Systems ' '

(a) DoD Directive 5100.40, "Responsibilities for the
Administration of the Automatic Data Processing
Program,' May 18, 1970 '

(b) DoD Directive 4105, 55, "Selection and Acquisition
of Automatic Data Processing Resources, "

May 19, 1972 '

(¢) DoD Directive 5135.1, "Assistant Secretary of
Defense (Tele cormn muulcuuonﬂ January 11,
1972

(d) DoD Directive 4030.1, "Prograrmming of Major
Telecominunications Reguirements, "' April 24,
1968

{¢) through (1) sce enclosure 1

POS5SI

This Divective:

1. Establishes uniform policy for protecting classi-
fied data stored, processed, or used in, and
classified information coiarmunicated, displavad,
or disseminated by an Automatic Data Process-
ing (ADP) S

sysiom, including systems capable of
time or resource sharing, having remote access

! AEVA o~ 1 P R 3
input/output (I/ Oj « 1nuhals, and contaiuing all
levels of classifiea material,

2. Permits the application of access and distrinution
yosed on classiiied data anc’.. inf TTA-

limitatlions imyg
tion, in addition to

sccurity classification o
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Specifies conditions and prescribes securily requirerments

under which ADP Systems will be operated when handling
classified material and assigns re sponsibility for the testing,
evaluation, and approval of such systems,

‘Provides for the application of administrative, physical, and
personnel security measures required to protect ADP equip-
ment, material, and installations (resources) from inadvert-
ent or deliberate compromise, theft, damage, or destruction.

Authorizes the publication of (a) a Department of Defense
Manual of Techniques and Procedures for Implementing,
Deactivating, Testing, and Evaluating - Secure Resource
Sharing ADP Systems (5200. 28-M), and {(b) a Department
of Defense Computer Security News Letter which wi%l
provide periodic informatior about on-going secure ADP
System implementation and testing or other related ADP
security matters of DoD-wide interest.

B. Its objectives are to establish that:

1.

‘Becurily Coiitrols for ADP Systemis ars ihnterrelafed with w
hormal ingernal system control§~ such as, input/output
controls, program execution controls, operating controls,
and internal check procedures. '

The reliability, integrity, and operation of an ADP System
is enhanced by the imposition of many of the controls which
satisfy security requirements. '

The bagin  ADP Oystéin reliability and inte grity features
must be augmented to assure that systems which process,
-store, or use classified data and produce classified informa-
tion Will} "with reasoiable dependability; pravenr

a. Deliberite oriqadve el access 107156 S16d Tan e -
iad by unauthorizcd pér sonE, aafr

b,  UnaTtHe¥ined THERIpUIATion 6 e ¢o mputer andfits
itgsuciated -periplicral device &
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APPLICATION AND SCOPE

The provisions of this Directive apply to the Office of the
Secretary of Defense and to all Depaz it "of Defense (Dols)
Lomponeits {The Military Depayr tments, Defense Agencies,
the Organizations of the Joint Chiefs of Staff, and Unified and
Specified Commands) which handle (proces , store, use, or
produce) classified rnaterial in ADT Systernsh and it covers
such C"y't“fz"m' s whenoperated by contractors and by computer
service organizations providing contractual ADP services to
DoD Components or their contractors.

DEFINITIONS

|
- !

Terms used in this Directive are defined in enclosure 2,

POLICY

The protection of classified material in an ADP System shall
be in accordance with that required in DoD Directive 5200, 1,
and DoD Regulation 5200. 1~R, references (e) and ({). Clasg-
sified material contained in an ADF Systeins shall be safa-
guarded byithe continuous employment of protective fezatures
in the system's hardware and software des igwand configura-
tion} and by od ey appropriate administrative; physical,é
persondel} and cornimunication security controls. The poten-
tial cost of the ADP Systern dictates that the security policy,
contained herein, be judiciously implemented, carefully
managed, regularly reviewed, and continuously monitored to
assure the most effective and economical use of the ADP
Systern and related resources of the Department of Defense
and, where applicable, of its contractors.

A, Fach Department 6f'Defenss Cothponent shalls

1. Asure that interHal ADP Systems ¢ onforia o the
policy stated hereid.

2.  Observe closely and use the fundamental: computer
security poli¢yy concepts, and measures outlined
in this Section and . Section VI, when designing, pro-
curing, adopting, or operating ADP Systems for
the processing, storage, use, and production of
classified material, )

Approved For Release 2004/02/10 : CIA-RDP79M00096A000100070001-8
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3. Assure that the diversity and complexity of éxigting. Dol
cowned ALY Systeriy and those already designed for future
placement which may not'pres ently provide for the complefe
compliznée with the provisions of thie Dirvective contain
wecurity measures which provide a}.ﬁernativ‘a:solutidns,.‘f,‘o
the gecurity.problems which, in part, are dependent upon
the individual characteristics .of the ADP System, and its
usage.

Generally, security of an ADP System is most effective and
cconomical if the system is designed originally to provide it.
Each Department of Defense Component undertaking design of an
ADP System which is expected to.process, store, use, onf
produce classified matcrial shall: ’

1. From the beginning of the design process, consider the
security policies, concepts, and measures prescribed in
this Directive.

2. When evaluating alternative design approaches, consider
together the functional system, the ADP equipment, the
telecommunications facilities, and the security require-
ments. Select for implementation the design alternative
offering the most economical balance of elements which
meet the total system requirements.

Recognizing both the validity of the security requirements in this
Dircctive and the difficulty involved in their application to
currently installed and already designed ADF Systems, :a Dol)
Cormponent may process; "glore, or use classified data'dndpro-
dice clasgified information in an ADP Systern that isif

1. Operating in & dedicated mode {encl, 2, 7.) full time or for
specific periods of time when all'users with access to the
system havé a clearance and needrto-know far alldata axid
information -then contained in the systeny

a. In such cases the requirements of Section VI. are
normally fulfilled by the access, personnel, administra-
tive, physical, and communication security controls
established for (1) the Central Computer Facility, (2)
the ADP Sysfem‘s inter connecting communication links,
(3) all peripheral devices, (4) input/output-terminals,

Approved For Release 2004/02/10 : CIA-RDP79M00096A000100070001-8
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and (5) remote terminal areas connected to the system.
¢ controls shail be-inc c;zi“CO'”rrx'lty with thosge requirad

for ihe protection of the highest classification and mosy

stringent access resivictions assigned to the matevials

ping bandled- ixn' the systaim,

b. After the User(s) has stored or made proper disposition
of all of the classificd material and the media used to
store the classified material has been secured or
erased (declassified), the ADP System may be returned
to its original state or to an unclassified and undedicated
state, as appropriate.

2. Operating'in e controlled eavironment in a security mode that
the Designated Approving Authority (V. C.) or higher authority
has determined will achieve and ma2intain the degree of sogy-
wity thatis cogsistent witht c.;e_, intent of this Direotivd.

3. Dperating in & true mn]tw}e\\m? sacurity moder{encl. 2, 10.)
using all essential hardware/software security features in
the ADF Systern, in addition to the administrative, physical,
personnel, and communication security controls needed to meet
the requirements of Section VI. and the overall intent of this
Directive. (Techniques and procedures which can be used to
secure, test,and evaluate resource sharing ADP bystems are
contained in DoD Manual 5200, 28 M)
a. The :‘}iéézd'c;’f"éﬁDo.D Coa'n;m}‘;zéf‘c orhig Designated Avproving!
Authority (V. C.) miuy aunthorize 'u“‘npu“zry excaeptions. to
5 owhich they have determined

gpecific security measures
weuld dmipair operation ‘a,]").d”l'lfllm;:.LOn effectiveaess{ pro=-
vided he assures that continuous progress is made

toward the ultimate full compliance with the Directive at
the earliest practicable time., Authority to @uthorvize
these tewiporary exceptions shall not be fuither delegatedi
(Also see subsections 1 and 2 above.)

b. Tenmporary excoptions.to specific §ediiritymeasures fox
ADP Systerins which contain compaﬂmn nted intelligencs
# BIOP-ESL, ‘however, shall be subject'to the prior aps
p:cov’al, of the appropriate authority in Sections. V. F., G,
;and 1, belowd ('..é‘/x‘?ﬁ‘m,c« .D.ZZ/--’.;) '

D, When a peripheral device or remote terminal, whether or not

ApprayedF or Release,2004/02/10 c% RRPZ9M00095A000100070001:8 4 by
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personnel of a Component that is not Fesponsible for thi overall
operation and control of the ADP System, the Gocourity INcasure 5i
for the deviceg oL sormminal and its.ares. shali be prescribed hy.ilie
puthority respons ible foribe security of the overeall ADEP Gy stern
Such security measures shall be agreed to and implemented be-
fore the user's peripheral device or remote terminal may be

connected to the ADP System. .

When one 0¥ more DoD Components' ADP Systems become @

part of a larger teleprocessing network (e.g., the Intelligence
Data Flandling System Communication Networlk, under the cog-
nizance of DIA or the Worldwide Military Command and Control
under the cognizance of the JCS8), the approval and the
to authorize temporary exceptions to security measurcs
for the Components' ADP System in the network shall require the
concurrence and .approval of both the Dol Component operating
the ADP System and the DoD Component having over-all respoﬁ-
sibility for the security of the network. ‘

Systems
“authority

1. As in G, above, ‘i:'he.'auizhozfit:y";tfesponsible for the over-alll
opesstion and conteol of fhe network shall determine the
£ for the Hystem s which are to bel

gecurity teguiremen
conngcted to the nefwoiy and such measures shall be agreed
to and implemented before a user's ADP System is connected

to the network.

does not inclu ADP Systems which

2. This congept, however,.

reyuire only vC(DlT)fi'}’J_UI‘L'lCZ:(tiQi’lS suppoit e, telecorninunicat
such as AUTODING In such cases, the DoD
e ADP System shall determine the
sccurity requirements for the classified material handled in
the ADP System. The security measures to be agreed to
and implemented in such cases shall be limited to those
needed to insure the development, interface, and integration
of secure, reliable, survivable, and cost-effective transmission
and communication lines and links needed to meet the com-
munication requirements of the telecommunications network

supporting the ADP System (see F. below).

tions networks

Component that controls th

Transmission and communication lines and links which provide
secure communications between components of or to an ADP
System shall be secured in a mannex appropriate for the mater-
jal designated for transmission through such lines or links
under the pl‘bvisions of DoD Directive C-5200.5, reference (g}

and Dol Regulation 5200, 1-R, reference (£). Telecommunications

Approved For Release 2004
/02/10 : CIA-RDP79M00096A
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facilities supporting ADP Systems shall meet the security criteria
used [or the Defense Communications System and the criteria
for equipment interfacing with such systems. -

Measures to control compromising emanations shall be approved
under the provisions of DoD) Direcctive S=5200,19, reference (h),
by the cognizant authority within the Component operating the
ADP System. These measures within industrial ADP Systems,
however, shall be applied only at the direction of the contracting
activity concerned under provisions of O., below and such require-
ments shall be included in the contract.

Misconncct procedures) when required to protect classified mate-
rial contained in the ADP System, shall be used to dis connect
remote I/ O terminals and peripheral devices from the system

Iy a hardware or-software method authorized by the Designated
Approving Authority (V. Cu).

Procedurcs and basic safeguards prescribed in DoD Regulation
5200, 1-R, referencc (f), for the transmission, processing,
handling, storage, and disposal of classified information

apply to the protection of classified end products produced by
the ADP System. ’

Security measures for ADP Systems which are integral or
adjunctive to the control of weapons, communications, or 1o
tactical level data exchange systems, shall be established
concurrently with the design and development of the system using
fundamental security concepts outlined in this Directive.

When RESTRICTED DATA or FORMERLY RESTRICTED DATA
is introduced into an ADP System, appropriate personnel and
physical security measures shall be implemented in conform-
ance with DoD Directive 5210. 2, reference (i). :

Measures to protect compartmented intelligénce contdined inf
an ADP System shall also meet the minimurn sgeurity requirg-
ments. of DCID . No...1/16, xeference. (k)J

Measures to protect SIOP-ESI, contained in an ADP System,
shall also meet minimum security requirements of SM 212-72,
reference (1). :

ﬁ??‘t?vvﬁw ; Fx? ar\ﬁglg as ﬁ 2004 OCZA]Q +GIA-RDR £IV00096A0Q01Q002000 -8 in g7
cQ

for which systems, of, omparimentation or handling are;
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formally established v}
System that.hag not bcmm dedicated to, of desgigued .ancua]-'Pl'U*‘éa
for, the handling of compartmented intelligencey SIOP-ESI, or
such other information, g¢xcept or uniily

1. The responisible partics within, or between, concerned DoD
Components or elements of a DoD Component, have asscssed
the impact, including costs, of the security measures to be
added to the system by reason of the introduction of such
material into the ADP System; and

2. The lesignated Approvitig Authority (V. C, ) within the DoD
Component which operates the ADP System has egreed to the
corditions and implerncnts the sccurity measures reguired
for such operations; and ) -

i
schedules, priorities, and agrecements to assure the most
cffective operation of the ADP System in support of DoD
objectives, have determined those emergency conditions
which will affect priorities, and have vrovided dircctionsd
urider which sccurily measures . are wailved in favoriof

viional necessitics; and

3.  Tau ¢oricerned activitiéd have cstablished contingency plans,

opere

4, Approval of the ADP Systém has beed obtained in"acCordance
with Subsections V. }'.-,'" ';~va11d‘f'I.-’ Dia AvprovAL

O. Subject to the provisions of Subsections V. F., G., and H.,
below, TOP SECRET material orniaterial having special con'’-
itrolsiindicating restrictive handling for which systems of
comparimentation and handling are formally cstablished shall
not be introduced into a contractor's ADP System except when
the systenm is operating in & dedicated modefand under such
other restrictions as shall be determined jointly by the con-
tracting DoD Component and the DSA, Applicable restrictions
and instructions shall be included in the contract.

P, Whenever material requiring special controls (L. and M. above)
is withdrawn from the ADP System, or when the required level
of protection is reduced for any other legitimate reason, the
system shall be operated under the controls approprlatc, for the
material remaining in the system.

Approved For Release 2004/02/10 : CIA-RDP79M00096A000100070001-8
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Vv, RESPONSIBILITIES

AL

e fogsistant Secretary of Defense (

C o:niv‘hj oiler) {ASD(C)),

~or his designee for this purpose, in addition to the -over-all
ADP responsibilities assigned under DoD Directive 5100. 40,

reference (a), shall:

1.

Develop and monitor over~all security policy, standards,
and criteria applicable to ADP Systems under this
program in accordance with Dol Directive 5200.1 and
Dob Regulation 5200. 1-R, references (e) and ().

Publish and maintain in’ up—t‘o-date form, a Depart-

ment of Defense Manual 5200, 28-M, "Techniques and
Procedures for Implementing, Deactivating, Testing,
and Evaluating - Secure Resource Sharing ADP Systems'',
and periodically publish a "Department of Defense Com-
puter Security News Letter'', providing information on
ADP security matters of DoD-~wide interest.

Fstablish a central DoD capability for:

Assisting and advising DoD Components in ADP
System security testing and evaluation;

a.

b, Assessing progress of DoD Components toward
development and cffective installation of secure

ADP Systems.

{Assure tha,t'fp'otent'la.l consmercial supplicrs.of ADP
;:_esourcasa;(DoD Directive 4105. 55, reference (b)) are
apprised of these and any subsequent sccurity reguire#
ments so that security features raay be considered by
the procurement authorily in the acquisition of new
ADP Systems or equipment,’ and commercial ADEF
rescarch and developrment may be directed toward
improved computer security technigques in the imme/-
diate future. :

e

Represent the Department 6f Defense.on Interagency | 5LD
. i . ) . -
Cornmitteesiengaged in the development of policy,
standards,and criteria for implementing, deactivating,

testing, and evaluating secure resource -sharing ADP

G S
Approved %}Sﬁﬁéﬁase 2004/02/10 : CIA-RDP79M00096A000100070001-8
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6. Actas Chairman of an ADP System Security Task IForce
made up of represcentatives from the intelligence, telecom~-
munications, command and control, and collaterai (Army,
Navy, Air Force and Defense Agencies) communities that
shall review, evaluate, and recommend adoption of policy,
standards, criteria, tools; and techniques that shall have
application to more than one Dol Component or industry for
securing, testing, and cvaluating ADP Systems designated to
handle classified information. '

The Assistant Secretary of Defense (Telecommunications), in
accordance with responsibilities assigned under DoD Directive
5135.1, reference (¢), shall insure that adequate mechanisms
exist for the development and procurement of integrated secure
means of telecommunications in support of secure ADP Systems.
e Mead of each DoD Compouent shallt lesignate an official{s?)
o5 a Designated Approving Huthority {c.g., aSenlor ADP Policy
Cfficiali designated under Dol Directive 5100, 40, reference (a),

etc., ) to approve A

L
' DP Systems for the processing, use, rstorage,’
and production of clas sified material under their jurisdiction]
It shall b(;:-l:hld SR PORE i‘;‘)i.].ii;y:\c}’i '(;ea.c’r‘\'q Designaced A'pp}*civing""‘A'u.thoi‘-
ity to!f (:‘5{:3%’(!('36" S Policy Odleaial Fue pr"f:‘ o ASA (FPM ) '
hizlg-l TLADP FRo&RAM LipRGER o D = DML

1 Assure that such ADP Systems meet and maintain thesré=

the systerd, and that the con-

guirements prescrib ed for
tinued approval of the system is contingent upon the results
orable evaluation of

of a recurring review, testing, and fav
the security features and cost effectiveness of the system.

2. Maiage, or, assigires sonsibility to-subordinate-or aniza=
) g2, s |35 ¥ .
“the implementation of ADP System security

tions to manage,
ion of the securityfeatures

policy and.the testing and evaluat
of ADP Systems under their jurisdictio.

'3, Provide for the ‘wppointment ol a responsible ADP Systent
Security Officer for each ADP Systern approved for the

handling of classified ma terinly PR - .
sandling of ified matewials Aoy o7 CoMPARTMENTED -

The Secretary of the Navy, in addition to the responsibilities
outlined in C., above, through the DoD Computer Institute
(DoDCI), shall also provide training for ADP System users, com-=
and security specialists who will be engaged in

puter specialists,
ent, and operation of secure ADP

the development, managem

Systems. » .
Approved For Release 2004/02/10 : CIA-RDP79M00096A000100070001-8
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The Director, Defense Supply Agency (DSA), shall also
designate one or more officials to approve contractor ADP
Systems for the handling of classified material, and when
required, certify, on behalf of the Director, DSA, those
industrial systems which meet prescribed requirements,
to the responsible authority designated in Subsections F.,
G., and H. below, for approval.

The Director, National Security Agency (NSA), shall:

1. Adopt appropriate security measures consistent
with the intent of this Directive for ADP Systems
under his control, including thoée of NSA con- |
tractors.

’,

2. Provide DoD Componenﬁs, as requested, communi=-
cations security assistance in support of effective
ADP security measures.

" The Director) Defense Intélligence Agoncy (DIA), "shall:

1. Approve as reguired, ADP Systems of Dol Coml-
ponents and thelr contractors, except {or the
systems under the cognizance of the NSA which
operate in the compartmented mode of operatioa
a5 defined in DCID No, 1/16,- reference {k), to
process, store, use, o produce coémpartrmented!
intelligence! '

2. Advise-the Director, Joint Staff, ol those ADP;
Systerns which have been aceredited under DCID
Mo, 1/16, reference (k) {sece G.1l,, above) which

also handie SIOP-ESI.

The Director, Joint Staff, shall monitor implementation

of security policy, approve ADP Systems, and permit
temporary exceptions to security measures, as required,
for ADP Systems of DoD Components and their con- '
tractors which will process, store, ‘use, or produce
SIOP-ESI under the provisions of SM 212-72, reference (1).

Approved For Release 2004/02/10 : CIAQRDP79M00096A000100070001'-8
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MINIMUM REQUIREMEN'TS

A,

The objectived of this Directive will be accemplished by
ADP System Security Features and Mcasures that insofaz
as:possibly provide:

1.

Individual Accountability, Each user's identity shall
be pusitively. established, and his access to the 8YySs -
tem, and his activity in the system (including mate-
rial accessed and actions taken) controlled and open

to scrutiny.

Environmental Control. The ADP System shall be
externally protectedito minimize the likelihood of
unauthorized access to system entry points, access
to classified information in the system, or damage
to the system,

System Stability. All elements or components of
the ADP Systems shall function in a cohesive,
identifiable, predictable, and reliable manner so
that malfunctions are detected and reported within
a known time, '

Data Integrity. Each file or collection of data in

the ADP System shall have an identifiable origin and
use. Its accessibility, maintenance, movement,
and disposition shall be governed on the basis of
security classification and need-to-know.

System Recliability., The system shall function so
that each user has access to all of the information
to which he is entitled, but no more.

Communication Links. These links and lines shall
be secured in a manner appropriate for the material

designated for transmission through such lines or
links,

Classified Material. Such material handled and pro-
duced by the ADP System or stored in or on media
for recording classified material shall be safe-
guarded as appropriate for the classification assigned
to the information.

Approved For Release 2004/02/10 : CIA-RDP79M00096A000100070001-8
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;
- \ B. The principles in Subsection A., above, shall be imple -
| mented by the application of appropriate security meas -
ures. Application of such measures shall be the basis for

the initial testing and evaluation leading to the approval or
disapproval of the ADP System. These security measures
- are to be upgraded as experience and new techniques are
acquired under actual operating conditions or as a result
of follow-on testing and dvaluation procedures, (Somé of

- the technigues and measurey which may be used to s ecUre
gystems operated inthe multi-level Security Mode ard

- , contained in Dol Manual 5200, 28-M; )

: VII. EFFECTIVE DATE AND IMPLEMENTA TION

- -

- This Directive is effective immediately, Two (2) copies of

- each implementing document shall be forwarded to the

Assistant Secretary of Defense (Comptroller) within ninecty
(90) days. One copy shall be appropriately marked to
sl indicate the implementation of all parts of this Directive.

Deputy Secretary of Defense

- Enclosures - 2
: 1. List of References (Continued)
2. Definitions
o
-
E
d " Approved For Release 2004/02/10 : CIA-RDP79M00096A000100070001-8
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~

(e) Do) Directive 5200. 1, "DoD Information Sccurity Program, "
June 1, 1972 . -

(f) DoD Regulation 5200, 1 (R), "DoD Information Security Pro-
gram,' June 1, 1972 S

(g) DoD Directive C~5200. 5, "Communications Security (COMSEC)
(U)," April 13, 1971 '

(h) DoD Directive 5-5200, 19, "Control of Compromising Emana-
tions (U)," February 10, 1968 - : i

(1) DoD Directive 5210. 2, ”ACCC.‘:S to and Dissemination of
Restricted Data, ' October 18, 1968

(j) DoD Directive 5220, 22, "Dcpax tment of Defense Induetrlal
Sccurity Program, " July 30, 1965

(k) DCID No, 1/16, '"Security of Compartmented Computer

' ﬁ%?&ilona, " January 7, 1971%

(1} -~ SM 212-72, "Policy for Safeguarding the Single Integrated

Opecrational Plan,' (U), May 12, 1972%

* Copies available on a need~-to-know basis from Director, Defense
Intelligence Agency or the Director, Joint Staff, OJCS, as
appropriate,

Approved For Release 2004/02/10 :'CIA-RDP79M00096A000100070001-8
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DEFINITIONS

1. Access : -

The ability and the means to approach, communicate with (input
to or receive output from); or otherwise make use of any mate-
rial or component in an ADP System.

2. Automatic Data Processing (ADP) System

An assembly of computer equipment, facilities, personnel, soft-
ware, and procedures configuréd for the purpose of classifying,
sorting, calculating, computing, summarizing, stdring, and
retrieving data and information with a minimum of human inter-
vention. ADP Systems as defined for purposes of this directive
are the totality of Automatic Dats Processing Equipment (ADPE)
and include: ' '

a. General and Special purpose computers (e.g., digital,
analog, or hybrid computér equipment);

b, Com’mercially available components, those produced as a

: result of Research and Development, and the equivalent
systems created from them, regardless of size, capacity,
or price, which are utilized in the creation, collection,
storage, processing, communication, display, and dissemi-
nation of classified information; ‘

c. Auxiliary or accessorial equipment, such as, data communi-
cations terminals, source data automation recording equip-
ment {e. g., optical character recognition equipment, paper
tape typewriters, ma gnetic tape cartridge typewriters, and
other data acquisition devices), data output equipment (e. g.
digital plotters and computer output microfilmers), etc. y to
be used in support of digital, analog, or hybrid computer

equipment, either cable-connected, wire-connected, or
self-standing;

d. Electrical accounting machines (EAM) used in conjunction
with or independently of digital, analog, or hybrid com-
puters; and
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5200. 28 (Encl 2)
Dec 18, 74

e. Computer equipment which supports or is integral to a
weapons system.

ADP System Security

Includes all hardware/software functions, characteristics, and

features; operation procedures, accountability procedures, and .
access controls at the central computer facility, remote com-
puter and terminal facilities; and, the management constraints,
physical structures, and devices; personnel and comrmnunications .
controls needed to provide an acceptable level of protection for '
classified material to be contained in the computer system.

-~

Central Computer Facility

One or more computers with their peripheral and storage units,
central processing units, and communications equipment in a
single controlled area. This does not jinclude remote computer
facilities, peripheral devices, ov terminals which are located
outside the single controlled area even though they are connected
to the central computer facility by approved communication links.

N

Compartmented Intelligence includes only that intelligence mate- o
rial having special controls indicating re strictive handling for

which systems of compartmentation or handling are formally

established.

Contained
"Contained" refers to a state of being within limits, as within
systern bounds, regardless of purpose oY functions, and

includes any state of storage, use, Or processing.

Dedicated Mode

An ADP System is operating in a dedicated mode when the central .
computer facility and all of its connected peripheral devices

and remote terminals are exclusively used and controlled by

specific users or groups of users for the processing of a particular

type(s) and category(ies) of classified material.

Intelligence

Intelligence is the product re sulting from the collection, evalu-

a tidxpprovetiFor Rolehsg 2004102/ 0 SCIALRDPYO 08963060 0Tb AT O™
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5200, 28 (Ercl

Dec i, 72

concerning one or more aspects of foreign countries or arcas,
which is immediately or potentially significant to the develop-
ment and execution of plans, policies, and operations.

9, }\_/Lateriaw];_

"Material" refers to data processed, stored, or used in, and
information generated by, an ADP System regardless of form
or medium, e.g., programs, reports, data sets or files,
records, and data clements,

10,  Multi-Level Security Mode

-

/An opcra’uon under an operating system (supervisor or execu-.
Y A N . . “
J*\ 3 tive program) which provides a capability permitting varicus

s levels and eatepories or cornpartments of material to bd
Lo S, concurrently stoved and processed inan ADP Svsiemd In g
PR P o y

R g *'("huw?v & ccavsed resource~sharing ﬂ‘vﬂf‘f'»m; the material

can be = tvaly accessed and manipulared from variously

;o ocontrolled terrninals by personnel having ent security

v Coclzarances ana access approvaley dhis v

can acoorarnodate

{a) two or. more lovels of ¢
levels of classified data with uhclassified data’ depoending upod
| the constraints placed on t’m‘-" systems by the Designatedy

L Approving Authcérity (V. C. )0

e

11. Operating System (O/S)

An integrated collection of service routines for supervising

the sequencing and processing of programs by a computer.
Operating systems control the allocation of resources to a

user and their programs and play a central role in assuring

the secure operation of a computer system. Operating systems
may perform debugging, input-output, accounting, resource
allocation, compilation, storage assignment tasks, and other
system related {unctions. (Synonymous with Monitor, Execu-
tive, Control Program, and Supervisor. )

12, .Resource-Sharing Computer System

A computer system which uses its resources, including input/
output (I/O) devices, storage, central processor (arithmetic
and logic units), control units, and software processing capa-

Ré%%é%aa ﬁor?i%‘?é’%&e%%ﬂtﬁzﬁ‘é’rbl}iﬁﬂﬁb‘iﬂnﬁbﬁ%ﬁb’@o“f‘od’dﬁo&%
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5200, 28(Encl 2)

-
Dec 13,72
-~
- process co-re sident programs in an apparently simultaneous
manner. The term includes systems with one or more of the
capabilities commonly referred to as time-sharing, multi- -
- programming, multi-accessing, multi-processing, or

concurrent processing.

i :
13. Remotely Accessed Resource-Sharing Computer System

- A computer system which includes one or more central proc-
ipheral devices, remote terminals, and
terconnection links, which

#, and which can |

essing units, per
communications equipment, or in
- a2llocates its resources to one Or MOXC user,
be entered from terminals located outside the central com-

- puter facility.
Additional definitions applicable to techniques and procedures for

- implementing, deactivating, testing, and evaluating secure resource-
sharing ADF Systems are contained in DoD Manual 5200. 28-M.
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ASSISTANT SECRETARY OF DEFENIE

: WASHINGTON, D.C. 20301
:i COMNPTROLLER .
) DoD 5200. 28-M
ODASD(SP)
el
. FOREWORD

-

- This publication, DoD 5200, 28-M, "Tecnniques and Procedures for
Implementing, ]%-activat;_; “Testing, and Evc«lu.ﬂ:;n - Se ecure
Regource -Sharing ADFP Systems,'' is iss Ged under th aathorluy of

- and in accordance with DoD) Directive 5200, 28, '"Sccurity Require-
ments for Automatic Data Processing {ADP) Systems. " This manual/

-l ig effective immediately and iz applicable'to all Department of

UVefense Departrments and Agencies, the Orga rization of the Join¥

Chiefs of Staff, and the Unified and Specified Commeands which process,

l uee, or stors classified data, or penerate classified informaiinn, wny
' resourco-sharving AP svsterasf, lts provisions are ecually avplicable

o DQL operated systems, contraclor opératecx systeins, and o com-~
puter scrvice organizations providing contraciual ADFP services to the
Department of Defense or its contractors. This manval implements;
- ~ 0 Dol Divectives and Instructions and takes precedence over conflicting

instructionsy It establishes uriform guidslines for techniques and

pror‘cour es to be used when implementing, deactivating, testing, or

- valuating securc resource-sharing ADP systems and, wien applica-
-_‘me, compon ent% of such systems, without the ngdessity of further
- formal issuance By any Dol 'Componerti The Heads of Dol Components
wiay,  heweveér) augment this'manual to meet their needs by prescribing
more detailed guidelines and instructions for their systems which are
- not inconsistent with this manual and DoD Directive 5200, 28, Two
copies of cach supplernental instruction issued by a Component shall be
" forwarded, immediately following publication, to the Deputy Asaistaut
Sceretary of Defense (Security Folicy), OASI(C). Onec copy shall be
_ appronriately marked to indicate the part of the manual which is being
- augrnented. Recurmmendations for revisions or amendments to this
" publication should be addressed through appropriate channels fo the
- Ueputy Assistant Secretary of Defense (Securisy Policy), OASD{C}.

- T -~ by 4 (\
{,,,/ 6", LN et 1 ot )
e ] D AT LI 7S
\ - Assistant Secrestary of Defanse
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SE CTION 1
GENERAL PROVISIONS

Part 1. INTRODUCTION

1-100  Objective

The security of the United States depends in part upon the proper safe-
guarding of classified data processed, stored, and used in or classified
information produced by ADP Systems. Safeguards applied to ADP
‘ Systems include all hardware/soltware functions, characteristics, andf
{eatures; operatipnal procedures, sccountability procedures, and accesd
controls at the central compuler facility and remote computer and
verminal facilitics; and the management constrainis and physical
styructurce and devices needed o provide an acceptable level of pro-
tection for clas sified material (data or information) contained in the

computer systemy. .

a. The objective of this manual is to provide guidelines and establish
techniques and procedures which can beused to:

1. Implement secure resource-sharing ADP. System¥ so that
with reasonable dependability, deliberate ox inadvertent access to
classified material by unauthorized personncl or the unauthorized
rnanipulation of the computer and its associated peripheral devices,

_which could lead to the compromise of classified information, can
‘be prevented; .

2. Deavelop; acquireyand-establishim sthodolopies, technique¥,
standards dnd procedurcs fo¥ the design, analysis, te sting, evaluation,
and approval of the! security feature gforrresource=sharing ADP Systents;

3. Tstablish taethodolsgias, techniques,and procedures for the
physical protection of ADP Systems and componernts; and,

4. Preseriberstandards, critevia, and specifications for de~
sactivating secure ADP Systems and the sanitization of system com-
ponents for disposition or utilization in unscecured environments.

.-

1
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b. The potential means by which a computer system can be adequately
secured are virtually unlimited. The safeguards adopted must be con-
sistent with available technology, the frequency of processing, the clas-
sification of the data handled or the information to be produced, the
environment in which the ADP System operates, the degree of risk
which can be tolerated, and other factors which may be unique to the
installation involved. Rigid adherence to all techniques, methodologies,
and requirements discussed in this manual could adversely impact up-
on the present and future use of the system under today's rapidly
changing ADP technology. This tcchnology is dynamic and the methods
chosen to secure a particular system must accommodate new develop~
ments without degrading the level of protection.

¢. The techniques, methodologies; and procedures im this manual;
however, represent an approved method ‘of securing a remotely act
cessed resourde~sharing compuler sy stemn™in a multi-leve lsc curity
modd as prescribed by DoD Dircctive 5200.28, '"Security Requirements
for Autornatic Data TProcessing (ADP) Systems. it 7t is understood that
211 of the techniquss desceribed in this rrianual may not be economically
justified affer a cost versus risk evaluationt Therefore, selected
gubsets ol the technigues included in this manual, with appropriate
frade~ofis, may be uscd to'gain the level of security required foxw
classification category, ete., to be secuied, In addition, technigucs
not necessarily included in this manval may be used so long as such
methods provide the degree of security specified in DoD Directive
5200, 28.

d. ‘The techniques and procedures described in this manual shall not

- he applied to ADP Systems which caunot be retrofited without excessive

‘and unjustifiable costs or which can be dedicated and adequately secured
for classified operations with reasonable administrative, personnel,
physical and communication security controls,

1-101  Awuthority and Scope

a. This manual, authorized by the Secretary of Defense under the

authority of the National Security Act of 1947, _aé amended, and £.0. 11652,

is established as a DoD manual published by the Assistant Secretary of

\~

~

-
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Defense (Comptroller) under the authority of DoD Directive 5200.1,
dated June 1, 1972, DoD Regulation 5200,1(R), June 1, 1972, DoD

Directive 5100.40, dated May 18, 1970, as changed and DoD Directive
5200.28,

b. This manual™is applicable to the COfFice of the Secretaty” of Defensg,
all Department of Defense Departments and Agencies, the Organizatioch
;of the Joint Chiefs of Stafl, ‘and the Unificd and Specified Commandg,
which procass, use, oz store classificd data or producy classified
information in resource-sharing ADP Systems!{ Its provisions arec
equally applicable to Department of Defense operated systems, con-
tractor operated systems, and to computer service organizations
providing contractual ADP services to the Department of Defense or

its contractors wherein classified data and information are to be
handled in a resource-sharing ADP System.

¢. This manual implements DoD Directives and Instructions and

the security policies esteblished by the Assistant Secretary of Defense
(Comptroller) and takes precedence over conflicting instructions, It
establishes uniform guidelines for the techniques snd procedures to

" be used when implementing, deactivating, testing, evaluating, and
approving secure resource~sharing ADP Systems.

d, Pecommendations for the clarification, revision, or amendment
of this manual should be addressed with recommendations through
chavnels to the Deputy Assistant Secretary of Defense (Sccurity
Policy), OASD(C).

1-102 Responsibilitiecs

a, The Deputy Assistant Secretary of Defense (Security Policy),
0ASD(C), is designated to {ulfill the responsibilities in Section V.A.,
DoD Dirvective 5200,28, "Security Requirements for Automatic Data
Processing (ADP) Systems,' and to:

1, Approve all specialized sccurity testing and evaluation
(8T&E) tools and equipment validated for the joint usage of more
than onc Departmont of Defense Component or contractor;

2. Advise, assist, and assess progress of Department of Defense
Components in the development and implementation of effective security
testing and evaluation (ST&L) programs; and

" .

3
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3. Monitor administration of Component's ST&E programs.
b. Coraponent's Designated Approving Authoritios, or théir designecd
for this purpose, in addition to the responsibilities assignéd in Section
v.C.l.., 2., and 3., DoD Direcctive 5200.28, will assurd:

1. Issuance of instructions which fully explain the security

ating procedures of cach ADP System approved
jal and the proper clearance and
srements and responsibilities,

requirements and oper
for the handling of classified mater
sndoctrination, in applicable security requ
of all personnel who install, operate, maintain, or use such systems.
2, Operation of each,:ADI-?.Sys{‘em snder the controls prescribed
for the calegoxy(ics) of classified material contained in the systewm!

3. Where appropriate, the appointment of terminal area security
officer(s)Y who will be responsible fox per{orming applicable security
functions at approved terminal arcas which are an integral part of an
ADP System which contains clas sified material.

4. Maintenance of documentation’on-ope rating systems (O /S)
and all modifications thereto, and its retention for a sufficient period
of time to enable iracing of security-related defects to their point of
origin or inclusion in the systemn. '

4

5. Superviasion,‘_mOni’coring,"a.ncl testing, as appropriate, “ofi
‘changes in an approved ADP Hysteny which 'could afiect the security
foatures of the system, so that a secure system is maintained.

6. ‘weatablishrment el —'bi’i')(vccdu‘rc:ﬁ to di‘sc’over';ii vécovet, "handle,
and disposeof classilied material impropetly disclosed through syster
maiianction g personnel action:

7. Proper disposition and correction’of security deficiencies
in all approved ADP Systems, and the cifective use and disposition of
system rousekecping ‘or 2udit zecordd, records of security violations
or. security-related sysiem malfunctions! and records of tests of ¢
the sccurity features of the ADF Systern.

4 . ’
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8. Conduct of comnpetent system ST&E; timely review of system
ST&E reports,and correction of deficiencies needed to support con-
ditional or final approval or disapproved of the ADP System for the
processing of classified information.

9. [Establishment, where appropriate, of a central ST&E co-
ordination point for the maintenance of records of selected techniques,
procedures, standards, and tests used in the testing and evaluation of
security fecatures of ADP Systems which may be suitable for validation
and use by other Department of Defense Components.

10. Justification of information requirements under the provisions
of DoD DLI‘CCthG 5000. 19. :

11. Notification to the DAoD(oP) of major ST&E plans, problems
and accomplishments, as appropriate.

1-103  Arrangement

This manual is dividéd into sections, parts, and paragraphs. ach
section is designated by subject and Roman numeral {e.g., 1, II, III,
etc. ), and covers a scparate aspect of implementing, deactivating,
evaluating, testing,and approval of the security features of resource-
sharing ADP Systems used to handle classified material. FEach part
is designated by title and Arabic numeral {(e.g., 1., 2., 3., ctc.},

and contlains a breal«:clow*x of the subjects covered by the section into
‘related divisious. The paragraphs are a further division of the parts.

They are so numbered that the {irst digit indicates the section, the

sccond digit, the part ahd the last two digits, the paragraph (e.g.,

1-103, designates Section I, part 1, paragraph 3; 2-314,designates Section
part 3, paragraph 14). The manual is designed o permit subsequent
insertions of additional looseleaf parts and paragraphs within the ap-
propriate section without major reprint of the entire publication.

1-104 = Amendments

‘This manual will be amended frow time to time and, unless otherwise
specified iu any .1rnondmcnt the amendment will be eficctive upon
publication, '

. 5
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1-105 Component Procedures .

Components npay angnent thissmanual ttornest their necds by pref
scribving more_detailed.guidelinesgand«instructicns Tor. theix,
dnternal syshtemns which”are>not.inﬂansistent witn-chis manual end
Dol Directive 5200.28. The application ol the
be guided. by thﬁwbwofold;pbjectiva Qj”establishing regsonablel
uniformiby ond moinbaining meximum cost effective securiiy cony
sistentlwith,bhewaccgmplishment”by cach Component of1ts aseigned
(missiong Two copies of ecach supplemental instruction issued by &
Component shall be forwarded to the Deputy Assistant Secretary of
Defense (Security Policy), o45D(C), immediately following publi-
cation. One copy shall be appropriately marked to indicate the

"part of this manual which is being avgmented.

e3a provisions will,

¢

-
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SECTION I

Part 2. DEFINITIONS

1-200 Access

The ability and the mcans to approach, communicate with (input to
or raceive output from), or otherwise make use of any material or
componcnt in an ADP System,

1-201 Automatic Data Processing (ADP) System

An assembly of computer equipment, facilitics, personnel, software,
and procedures coniigured for the purpose of classifying, sorting,
caleulating, ccmvutjng, sumnarizing, storing, and retrieving data
and information with a minimum of human intervention. ADP Systems
as defined for purpcses of this manual are the totality of Automatic
Data Processing Equipment (ADPE) and include:

"By General and Special purpose computers (e.g., digital, analog,
or hybrid computer equipment); .

b. Commercially available components, those produced as a result

of Research and Development, and the equivalent systems created

from them, regardless of size, capacity, or pricz, which are utilized
in the creation, collection, storage, processing, communication, dis=-
play, and dissemination of classified information;

C. Auxiliary or accessorial equipment, such as, data communications
terminals, source data automation recording equivment (e.g., optical
character recognition equipmuent, paper tape typewriters, magoetic
tape cartridge typewriters, and other data acquisition devices), data

output equipment (e.g., digital plotters and computer output microfilmar

rs),

etec,, to be used in support of digital, analog, or hybrid computer equlp-

ment, either cable-connected, WLre-connechd or self-standing;

d. Electrical accounting machines (EAM) used in conjunction with or
independently of digital, analog, or hybrid computers; and

e, Computer equlpment which supports or is integral to a weapons
system, i

”
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1-202 ADNP System Security

Tncludes all hardware/software functions, characteristics, and
features, operational procedures, accountability procedures, and
access controls at the central computer facility, remote computer
and terminal facilities, and, the management constraints, physical
structures, and devices; personnel and communication controls needed
to provide an acceptable level of protection for classified material
to be contained (1-208) in the computer system,

1-203 Arrest

The discovery of user activity not necessary to the normal processing

"of data which might lead to a violation of system security and forece

termination of the activity.

1-204 . Breach

\

-

The successful and repeatable defeat of securit§ controls with or
without an arrest (1-203), which if carried to consumnation, could
result in a penetration (1-220) of the system. Examples of breaches
are:

a. Operation of user code in master mode;

b. Unauthorized acquisition of I.D. password or file access pass-
words; and

© Co Accession to a file without using prescribed operating system
‘mechanisms. :

1-205 Briefing

Explanation by a Test Team of the techniques, procedures, and require-
ments for the testing and evaluation of 'a specific system.
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1-206 Central Cbmputer Tacility

One or more computers with their peripheral and storage units,

central processing units, and communications equipment in a single
controlled area. This does not include remote computer facilities,
peripheral devices, or terminals which are located outside the single
controlled area even though they are connected to the central computer
facility by approved communication links,

1-207 Compartmented Intelligence

Includes only that intelligence material having special controls indicat-
ing restrictive handling for which systems of compartmentation or handling
are formally establdished.

-

1-208 Contained

8 m e ot S e

"Contained" refers to a state of being within limits, as within
system bounds, regardless of purpose or functions, and includes any
state of storage, use, or processing.

1-209 Debriefég&

O PR

The Test Team oral exit report of its evaluation of the security
features of the ADP System,

1-210 Dedicatad Mode

An ADP System is operating in a dedicated mode vhen the central computer

facility and all of its connected peripheral devices and remote terminals
are exclusively used and controlled by specified users or groups of users
for the processing of a particular type(s) and category(ies) of classi-
fied material,

1-211 Escort(s)

Escort(s) are duly designated personnel who have appropriate clear-
ances and access authorizations for the material countained in the
system and are sufficiently kvowledgeable to underctand the security

“ymplications of and to control the activities and access of the

individual heing escorted, (Such actiou is esseutial to the protection
of classified material conteined in the system and to the maintenance
of the reliability of the.security features / hardware or software/ of
the system.) ‘

-
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1-212 Evaluator(s)

gnated to participate in the Test Team

Personnel specifically desi
d evaluation of the security features

review, analysis, testing, &n
of an ADP System. -

1-213 Evaluation

The evaluator's xeport to the Designated Approving Authority describ-
ing the investigative and test procedures used in the analysis of the
ADP System Security features with a description and results of tests
used to support or vefute specific system weaknesses that would per-
mit the acquisition of identifiable classified maierial from gecure
or protected data files. - |

1-214 Tatelligence

Tntelligence is the product resulting. from the collection, evaluation,
analysis, integration, and interpretation of all information couacern-
ing one or morc aspects of foreign countries 0OY areas, which is immed-
jately or potentially gignificant to the development and execution of

plang, policies, and operations.

1-215 Investigation

system security features, (e.g., the
programs using fiow charts, assembly
datermine the security provided

The review and analysis of
investigation of system control
and reloted documentation to

by the operating system).

1-216 laterial

WMaterial' refers to data processed, stored,
produced by, an ADD System regardless
reports, data sets OF files, records, and data elements.

10
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1-217 Multi-Level Seccurity Mode

A mode of operation under an operating system (supervisor or
executive program) which provides a capability permitting various
levels and categories or compartments of material to be concurrent-
ly stored and processed in an ADP System. In a remotecly accessed
resource-sharing system, the material can be selectively accessed
and manipulated from variously controlled terminals by personnel
having different security clearances and access approvals, This
mode of operation can accommodate the concurrent processing and
storage of (&) two or more levels of classified data, or (b) one or
more levels of classified data with unclassified data depending upon
the constraints placed on the systems by the Designated Apprbving
Authority (V.C.). l

1-218 Operating System (0/8)

An integrated collection of service routines for supervising the
sequencing and processing of programs by a computer. Operating
systems control the alleocation of resources to users and their
programs and pley a central role in assuring the secure operation
of & computer system. Operating systems nay perform debugging,
input~output, accounting, resource allocation, compilation, storage
assignment tasks, and other system welated functions (Synonymous
with Monitor, Executive, Control Pm gram, and Supervisor.)

1-219 Oricntation

The formal and informal presentations and discussions with the
authority responsible for the ADP System which supplements the
information in the initial Security Testing and Lvaluation (STEE)
Request and provides the system evaluators an introduction to the operat-
ing enviromment, thc techniques used to provide system security, the
identity and location of documentation describing the implementation
of system security measures (e.g., O/S modifications, ete.), and the
techniques available to demonstrate the cffectiveness of such measures
in meeting requirements of Dol Directive 5200.28,
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1-220 Penctration

The successful and repeateble extraction and identification of recog=
nizable information from a protected data file or data set-without
any attendant arrests.

1-221 Resource-Sharing Computer System

A computer system which uses itg resources, including input/output
(1/0) devices, storage, central processor (arithmetic and logic units),
control units, and software processing capabilities, to enable one oOr
more users to manipulate data and procesg co-resident programs in an

jo g O]

apparently simultaneous mannele. The term includes systems with one
or more of the capabilities commonly referred to as time-sharing,
multi-programming, multi-accessing, multi-processing, or concurrent
processing.

1=222 emotely Accessed Resource~Sharing Computar System

A computer system which sncludes one or more central processing
unite, peripheral devices, vemote terminals, and communications
equipment or interconncetion links, which allocates its resources
to onc or mote user, and which can be enterved from terminals
iocated outside the central computer facility.

1-223 ST&E Tools and Lguipnans

" gpecialized techniques, procedures, criteria, standards, programs,
or equipment accepted by qualified Security Testing and LIvaluating
(sT&E) personnel fox uniform ‘or standard use in testing and evaluat-

ing secure features of ADY Systems.

1-224 Validation -

That portion of the development of specialized ST&L procedures,

tools, and cquipment nceded to establish acceptance for joint-usage

by one or move 12D Components or their contractors. Such action
will include, ss necessary, final development, evaluation, and tasting
“leading to acceptance, by semior ST&L staff spacialists of the three
Military Departwants or & Defense ‘Agency, and approval for joint
usuage by the DASD(SP).

Approved For Release 2004/02/10 : CIA-RDP79M00096A000100070001-8
_ ' 12



. Approved For Release 2004/02/10 : CIA.-RDP79M00096A000100070001-8

1-225 Verification

end documentation of actual on-line system
penetration or attempts to penetrate the system in support or in
contradiction of assumptions developed during system review and
analysis which are to be included in the Evaluation report.

The successful testing

. . 13’
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SECTION IT
PERSONNEL SECURLTY ,
Part 1. CLEARANCE AND ACCESS CONTROLS B

2-100' General

Ferﬁoﬂnel"who;developgiﬁgst(debug);‘maintain;.brTUBé”programQ
which are clasgifiedjor which will be used to access or develop

classified material shall have a personnal socurity.clesrance and

an access aubhorization’(nedd-to-know), &s eppropriate for thel

sified and most restrictive category »€ classified

highest class
;

maseriael which theyswill access: undey - systen cong<réaintg.

2~101 Central Computer Facilily

a. Unescorted entxy to the Central Computer TFacility or access

to any of ite ADY System compornentst (hardware or software) shall

be centrolled and limited to personnel who are clezared for accasy
#9 the highest classified and mOSt‘restrictudﬂcategory_of'classified
matorial contained in the ADD Systes, and whose nead-to-know has
been ascertzined by the responsible ADP Systems Security Officer.

b. When the ALY Sydtem'contains-compartmemaed,intelligence or
3T0P-ESI, access shall he limited to perconancl who, in addition

te the above, have a 0P SIHCRET clearance and aa-aceess ~authorizationd
an appropriate, for the type(s) of material conteined in the systeit.
Fxcept as specified in Subsection 2-103, below, other persons), whoss
access to the area is required on a one-time or infrequent basis and
who will not have access to classificd material or to the system’s
hardware or software, may be admitted to the area whan accompanied/

by an escori, (paragraph 1-211) who will be rasponsible for the
visitor's activities while in the area.

' f % . .
Approved For Release 2004/02/10 : GIA-RDP79M00096A000100070001-8



Approved For Release 2004/02/10 : CIA-RD‘P79‘IVI00096A000100070001-8

2-102 Operation and Operating System (0/S) Programming
Personnel

Personnel opergting the system and- contrclling access to its enbry
peints or ﬁhose who design,. d”nPL”P instball, modify, servicey ‘orf
meintain- bhe security features of the software .in.the operating
uV&LCn'(O/h) wnlch controls user program access to the system
(I/O storaze or use) or ‘the key or corbination by which the
system is protected snall be. cleared:and have access authorik
vabion as appropriate for the highest classiried and mostf
reahrictive category of material contained in .the system and shall
be indoctrinated Ln appropriate security procedures for the

‘particular ADP Systewm and facility before assuming their duties.

(Temporary or peﬂmanenu modification of the O/b shall be tested

by designated personnel to assure that the security feature s of the
IDP System are effective. Audit trail records [éusuectlon lQ_/
of these transactions shall be maintained.)

2-103 Maintenance Personnel .

Personne? requiving access to any part or component of the ADP
System (central or remote) which oonlq'a@fev“”or‘mo 1.fy - the - secure
operations of“the systen or pernit access Lo clas sified dats orf
1n1grmutlon,”snall ave & security clesrance and access authorizdablon
for the highest classified end most restrictive. category of class
gified material conibzined in tie system: Should it become necessary
Tor uncleared waintenance’ personnel’ to access the ADP System they
shall ve-‘accompanied by an escorty (See l~211) designated for that
purpose.

) lC.' ” .
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SECTION III

PHYSICAL, COMMUNICATIONS, AND
EMANATIONS SECURITY

-

Part I. PHYSICAL SECURITY OF AREAS

3-100 General

Physical security considerations are essential eclements in the plan-
. ping, design, installation, utilization,and evaluation of all ADP
System facilities and installations. '

3~101 Central Computer Facility

a. Physical'sécurity requirements for the central computer facility
arca will be commiensurate with the nighest classified -and miost
restrictive category of information ‘being handled in the ADP Sysiem.

b. If two or more computer systems are located in the same con-
trolled area, the equipment comprising each system may be located
g0 that direct personnel access, if appropriate, will be limited to a
specific system. ‘

3102 Remote Terminal Arecas

~a.  While the physical and personnel security requirements for the
Central Computer Facility area are based upen the overall require-
ments of the totul ADP System, ramste terminal ardd rYequirements
will be based upsn the highestrclassified and most restrictive ‘category
and type of material ‘whi-c:hf':will,.be-acc‘és‘éé‘d“through the terniinal undey
system constraintsy N

b, Iach remote terminal will be individually identified to ensure
required security control and protection, with ddentification:as a
feature of hardware in combination with theé operating systemi

R
RN
\
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- . ¢. When a pevipheral device or remote terminal, whether or not
approved for the handling of classified material, is to be used by

personunel of a component that is not re s‘ponsible for the over-all
- operation and control of the ADP System, the security measures
for the device or terminal and its arca will be prescribed by the
authority responsible for the security of the over-all ADP System.

il
Such security rncasures will be agreed to and implemented before
the user's peripheral device or remote terminal may be con-

- nected to the ADP System.

- d. When one or more DoD Components' ADP Systems become.

a part of a larger ADP network, the approval and the authority to
authorize temporary exceptions to security measures for the

- ' Components' ADP System in the network will require the con-
currence and approval of both the DoD component operating the
ADP System and the DoD component having over-all responsibility

i . .
for the security of the network. (See para. 3-301.)
-l .
3-103 Disconnect Procedures
- a. Iach remote terminal which is not controlled and protected
as required for material accessible through it will be disconnected
- from the ADP System whenithe systern co ntains classified infox -~
~mation.t
- b. Disconnect prozedured, when required to protect classified
' " material contained in the ADP System, will be used to disconnect
- remote I/0 terminals and peripheral devices from the system by
a hardware or software method authorized hy the Desighated Ap~
proving Authority. ¢ :
— A ‘
3-104 Supplemental Requirements
-

When comipazrimmented inteliligenced or SIOP- 181 is to be handled in

the ADP System, the suppleméntal physical ee Surity control-reguined

- by Sections IVITLAS AR TS DoD Directive 520028 willrapplycto the
—central computer facilitysaréa,and alllarca g having remote terminals

/ . conne cted to, the systerm;

. 1 ) -’ .
Approved For Release 2004/02/10 : CI?Q-RDP79M00096A000100070001-8



Approved For Release 2004/02/10 : CIA--RDP7'9M00096A000100070001-8

3-105 Adjustment of Area Controls

a. When appropriate, provision will be made to permit adjust-
ment of area controls to the level of protection required for the
category or type of material actually being handled in the computer,
its peripheral devices, and terminals, except that the Central
Computer Facility and those components approved for the storage
and processing of.classified material, will not be downgraded below
the level required to protect’ secure cormununications equipment; g
mairdain the reliability and security of the ADP System, and t¢
mrotect essential har dware or software. componguts of thelADP)

Sysiem.

b. If the minimum measures for the Central Computer Facility, or
ADP System are suspended or discontinued for any reasonf‘, the
security features of the system will be re-evaluated, as would any
new systera or component before again being approved for the
processing of classified material. P

_ 18 ”
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SECTION LI
Part 2. PHYSICAL SECURITY OF EQUIPMENT

3-200 Gen_eral . -

While procedural or specialized techniques to be applied by
Components, have, in the past, been largely left to their discretion,
it is contemplated that as specialized techniques are developed and
tested they will be published either in this manual or its associated

‘ newsletter.

3-201  Equipment Application

Counter-measures to Physical Security Hazards such as fire,
natural disaster, sabotage, and environmental problems (e.g., -
power failures) are also being prepared for coordination, approval,

and publication in this section of the manual.

4

-
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SECTION ITI

Part 3. CORTUUNICATIONS SECURITY

3-300 Communication Links .

Transmission and communication lines and 1inks which provide secure
communications between components of or to an ADP System will be
sccured in a manner appropriate for the material designated for
transmission through such lines or links under the provisions of
DoD Directive C-5200.5, Dol Directive 5200.1, and DoD Regulation
5200,1(R). Telecommunications facilitics supporting ADP Systems
will mect the security criteria used for Defense Communications
System under DoD Directive 4630.1. '

3-301 Tnterface with Communications Networks

The DoD component that operates an ADP System which requires only
communication support from telecommunications networks such as
AUTODTIN wwill determine the security réquirements for the handling
of classifiecd material in its ADP System. The security measures

to ba agraecd to and implemented before connection with the
communication network are limited to those needed to insure the
development, interface, and integration of secure, reliable,
survivable, and cost-effectiva transmission and conmunication

lines and links which arve necded to meet the communication require-
ments of the telecommunications network supporting the ADP System. '

3-302 Storage and Forvard Message Switches
W

Tnformation in this sectlon will be added following further coordination

and approval.
<.

3~303 Multiplexers

Information in this section will be added following further coordination
and approval.

20
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SECTION III

Part 4. EMANATIONS SECURITY

3~400 Fmanations Control -

Measures to control compromising emanations are subject to approval
under the provisions of Dol Directive 85-5200.19, by the cognizant
avthority of the Component approving the security features of the
ADP System. Application of these measures within industrial

ADP Systems is only at the direction of the centracting activity
concerned under provisions of Section IV.N. of DoD Directive 5200.28,
and the requirements are to be included in the contract.

21
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’ SECTION 1V

HARDWARE/SOFTWARE TEATURES

Part 1. GENERAL

k100 Appnlication

A combination of hardwere and software. features are essential to
wrovide protection for materilal stored or precessed in the secure
resource~sharing ADP System. While all of the following Testures!
may not be available in” the currenty hardwaie or software or. &af
wwombinabion thereof, they shall be provided at the earliest daterthat
the statewof-thesary permitss The available hardware/software
feabures oublined below should operate unabridged whenever clas-
sified material is contained in the resourte-sharing ADP System

and measures shall be implemented to provide special centrols over

the access to or modification of such features. Whare possiblel

e

and, practicanle,  such Teatures shotld- contalin. two or wWors indes
srdent controls waich would have to mslfinction simultancously’
oy a breach- of system:security . to.occurth

22
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SECTION IV
Part 2. HARDWARE

4-200 Hardware Features

a. The execution state of & processor should include one or more
variables, i, e, "‘px‘o‘téction siwte variables)', ;which determine the
interpretation of instructions executed by the processor., For
example, a processor might have a rnaster mode/user mode pro-
tection state variable, in which certain instructions are illegal
except in master mode., Modification of the protection state
variables shall be so constrained by the operaling system and hard-
ware that a user cannot access information for which he h:as no

authorization.

b. he abliity of'a prc_)cesssor_fco;a‘cce_s:,sr;'loc.ati'ons; in mermory
(hercinafter to include primary and auxillary memory) should be
wwontrolledf{e. g, , in user mode, a memory access control register
might allow access only to memory locations allocated to the uvser
by the O/S).

c. The operatisrof certain instruct ong’skKaotld depend on the prof
tcotion state of the processori For example, instructions which
perform input or output operations would execute only when in
master mode. Any attempt to execute an instruction which is not
autborized should result in a hardware interrupt which will permit
the O/S to interrupt and/or abort the program containing the ille-
gal instruction,

whether legal or.not,- should prodiace known responses by the computer.
VI & P P y P

d. All pos siblé operation codes, with all possible tags ot mecdifiers/

e. ALl régisters shionld be capable of protecting theix contents by*
prror dotection or redundancy’ ¢heckst These include those which
set protection state variables, control input or output operations,
execute instructions, or which are otherwise fundamental to the
secure operation of the hardware,
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f.  Any register-which can be Jloaded by the operating ‘system should
also be storable; so as'to permit the Q/S to' check its current contents
against its presumed contents. (The term ''register' as used in c.
and f. refers primarily to index or general purpose registers rather
than an isolated address of a single storage location within the com-

puter. )

g. Irror det¢ction shouid be perfo rmed on ¢ach fetch cycle of aw

instruction and its operant: (e gayy arity . check.and address bounds
(=3

check). '

h., Error detection’ (e.g., parity checks) and meraory bounds check+
ing should be performied on transfers of data between memozy and

-

storage devices or te riinalst . ;

i. Automatic programmed juterrupt 8 hould function to control
syslemy and operator ma tfunction!

j.  The identity of remote terminals. for input or cutput-should be

a featurc of bardware in combina tion with the onerating system
k. Read, write, and exécite access ‘rights of the user should be
verified on ¢ach fetch cycleof aniastiuction and its operant! '
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SRCTION IV
Part 3. OPERATING SYSTEM (0/8)

4.300 General

The usr and master modes of ADP Systems operation shall Le separated

g0 that a program operating im a aser mode is prevented Tram perform
irg control runchionst  As much of the operating system (O/S) as

possible should run in the user mode (as opposed to the master mode

and each part of the O/S should have only as much freedom of the computer
as it needs to do its Job.

o
[
£

-30). O/ Conbrols ' . :
) [

Phe Of8 snall contain zentrols which providSAthe“usef,With:all“materiaﬂ

to which ne is authorized .access, bub no more’d If such controls are nct

Teasible, outpus material shall be generated only within the central

compuber facility under the cognimence of the ADP Systew Securlty Officar.

he e minimum; bhetOf8 mist controlt i '

FESS

a. All transfers of material“b@tween"memory‘and;onhline'storagéfdeviceg;
bebween the cenbral computervfacility,cquipment“and sny . remote geviced
or betueen on=line storage deavices; and

b. AlL operabions associabed with allocating ADP System resources,
(e.g., memory, peripheral devices, ate.) memory protection, system
interrupt, and shifting between user and master wrotection nodds; and

c. AHLecess to programS“an&”uti}itiCSnwhigh~arewauthorized”to”pefform“thd

vapiows categories o mailntenanc? (c.g., as operabions which effect

v

suthorized sdditions, deletions, or changes to daba) ‘on the operabting
systen including eny of its elements anc files. Such contrels shall
ingure that access is limited to parsonncl anthorized to perform
particular categories of maintensnce; and

d. AlluﬁthgfJFTOQTHMSW(uSer”ﬁrbgfémﬁ)”SO“thatfacceSSCto“materialris~mad>ﬁ
viafan‘access;eomcrolﬂaﬂﬁlidentjfication-systemfwhich'associatES“the’user
ﬂp@;his;term"naleihfhhé%ADP-System;iwithfthe~materialxbeingaaccessed.

-
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Lha3z02 Test and Dabupoing Programs

>l

User application programs, and systems programs which do not violate

the security or integrity of the ADP System, nay be debugged during
system operation, provided that such activity is limited to the user
node. AlL other system software development, experimentation, testing,
and debugging shall be performed on a system temporarily dedicated for
these purposes. o

h-303 Clear System Procedures

Procedures shall be available for clearin

inaccessible, ell classified material dur
reguired protection.

from the system, or making
ng operatvions without the

1 02

L 30k Shutdowh‘and Restart

The O/S mast provide for security safeguards to cover umscheduled system
shutdown (aborts) snd subsequent restart, as well as for scheduled
system shutdown and operational start-up.

.

L-305 Qther Mindamental Features

The Collowinp features of the operating system (0/S) are also considered
fundemenval to the secure operation of an ADP System. Unauthorized
altenmpts to change, cirecumvent, or otherwise viclate these features
should be detectable eand reported within a known time by the operating
system causing an abort or suspension of the responsible user activity.
In addition, the incident shall be recorded in the audit log, and the
ADP System Security Officer notified.

a. M@mbry/ﬂtoragéfPrbtectibﬁﬁﬁ“Thd‘OperatimgﬁSygtem“shall”prétéét'th@
secority of the ADP-System by controiling’

L. -Resource allétation (including primary and auxiliary memory);

2. Memorywsccess oubtside Of EEsipnedirdast and

3, The exeéutibnTof?masteri(supervisory)“modewinstructidnS?whicﬁ‘
could adversely affect thessecurity. of the O/F,

.
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L. demory Residuei- The Q/S shall ensure tnao classificd nsterial or
critical elements of the system do not remain as accessible residue in’
memory or on on-line storage devices. '

c. Access Controlig-- Access to material stored within the ADP Systenm
shall be controlled by the ADP System Security Officer, as required by
cognizant suthority, or by automatic processes operating under separate
and specific controls within the O/S established through hardware,
software, and procedvral safeguards approved by the ADP System Security
Officer. .

d. :Security Tebels - All classified material accessible by or within
the ADP System shall be identified as to 1lts security classification and
access or disscmination limitations, and all oubput of the ADP System
shall be appropriately marked. :

e. Terminal Tdentificationr~ Manual and adminisbrative procedures and/or
appropriate hardware/software measures shall be established to hssure

that the terminal from which personnel are attempting to access classified
naterial hag been protected and is authorized such access. Wnere a

terminal identifier is used, for this purpose, it shall be meintained

in a protected file.

£, Usecr Ildentification’= Where neceded to assure control of access and
individual accountability, cach user or specific group of users shall
be identified to the ADP System by approoriate administrative or
hardware/software measures. Suech identification measures must be in
sufficient detail to enable the ADP System to provide the user only
that material which he is authorized.

o7 o ) ,
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{
SECTION V

AUDIT LOG OR FILE
Part 1. GENERAL

5-100 Application

An auvdit Jog or Tile (manval; machine, or a-combination of bothy
shall Le maintained ss.a hisbory of the use of the ADY System to
permitia . regilar saecurity review ‘of system activity. (e.g. The
log should record security related transections, including each
access to a classified file and the nature of the access; e.g.
logins, production of accountable classified outputs, and creation
of new classified files. Tach classified file successfully accessed
[;egardless of the number of individual references/ during each
Tiob" or "interactive session” should also be recorded in the
audit log. Much of the maberial in this 1ldg may also be required
to assure that the system preserves information entrusted to it.)

-
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SECTION VI
BASIC SAFEGUARDS

Part 1. GENERAL

6-100 - Apvplication
Procedures and basic safeguards prescribed in Dol Directive 5200. 1,

and DoD Regulation 5200 1(?), for thz transmission, processing, handllng,
storage, and disposal of classified material apply to the material
removed from the custody of the system. Further, when located outside
of the central computer facility or its approved remote terminal areas
all disc packs, tapes, etc., used to store classified material shall be
protected and stored as appropriate for the classification of the
highest category of material ever recorded thercon untll declassified
(see Section VII).

i
- I
1
i
|
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SECTION VII
ERASE AND DECLASSIFICATION PROCEDURES
Parf 1. INTRODUCTION
7-100 General

The following procedures and specifications result from extensive
research, investigation, and practice. They arve adequate to the

extent of such research and investigation, but, do not necessarily
represent the ultimate status to be rcached in this aspect of
computer security. Itis, therefore, anticipated that they will be
improved through continued testing, evaluation, and usage by
DoD Components,

7-101 During Operations - During normal operations in a conirolled
environment cach memory location used for the storage of classificd !
data shall be overwritten when it is no longer required, before re-
utilization, or beciore the content of the location may be read to
preclude the unauthorized disclosure of classified data, Hardware/
goftware techniques may be used to accomplish this task, When any

of the memory units or storage media are removed {rom the controlled
environment, the procedures in Section VII Part 2,, below, shall
apply. '
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SECTION VII
Part 2. ERASE PRO CEDURES

7-200 General

a. Safeguarding classified information in a computer or computer
system requires special precautions because of the type of storage
media and devices (magnetic drums, discs, disc packs, and tapes)
used to store, record, or manipulate data which must be protected

by appropriate classification and security controls until procedures

below are carried out.

b. Declassification - The eventual temporary or outright release
of the storage device or a system including storage media should be
anticipated. Procedures to be used to release or deploy the storage

media are as follows:

7-201 Magnetic Tapes
Mapes used fo siore magnetically recorded digital data may be de-
classified by erasing with bulk tape degausser s’ which have been
tested and approvad by a laboratory of a Departracnt of Defenske
Component or a commercial testing laboratory, where such tests
may be certified, by adhering to test methods and performance
eriteria in technical specifications promulgated in Section VILL.
Yilements of DoD Componcnts may, where necessary, develop pro-
cureraent specifications for their use, provided the test methods
and performance criteria comply, as a minimum,. with the

specifications in Section VIIL.

7-202 Magnetic Discs, Disc Packs, Drums, and other Simnilar
Rigid Magnetic Storage Devices

The equipment shall be checked immediately prior to beginning the
‘overwrite procedure to insure that malfunctions do not occuxr which
will prevent the clagsified information from being effectively over=
written. Furthewr, when the capability exists, as an integral part of

Approved For Release 2004/02/10 : C{A-RDP79M0009,6A000100070001-8
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the storage subsystem, an AC/DC evasel will be applied to all data
before the tracks are overwritten and the overwrite verified.

overwritten-a minimum' of

tracks
Thereafter, all storage locations will be
three times, once with the binary digit "1, once with the binary!
1o, and once with a single nurneric; alphabetic, or speciall
Such alpha-numeric or other unclassified data shall

The current used in overwriting must be

but of a strength

digit
character.
be left on the device.
equal to that used in recording the information,
which will not damage or impair the equipment.

Tnomerative Magnetic Discs, Disc Packs, Drums, and

Similar Rigid Storage Devices -

7-203

If the storage device has fa iled in such a manner that it cannot be
overwritten, the device may be declassified by exposing the recording
surface(s) to 2 permancnt magnet Laving a field strength at the we-
cording surface of at least' 1, 500 QERSTED. Care must be taken to
insurc that entive surface is wiped at least three times, by a non-
wniferm motion of the magnet. Care must be taken to assure that

all fracks are covered by the center of the magnet. A thin sheet

of clear plastic {a 1-5 mil sheet) should be used to prevent damage

to the recording surface(s).

7-204 Internal Memory

Ynternal rnemory (e.g.; core) may be declassified by alternately set+

ting each addressable memoxy location alternately to all Hones” and
all "zeros' for 1000 cycles until the state is changed at least 9997
Detailed memory erase or clearing prograrms or routines

timest
programmers and approved

should be prepared by qualified ADP
by the ADP Systems Security Officer.

7-205 Magnetic Storage Media Used to Store Analog, Video, or
Similar Non-Digital Information '

video, or similar types of non-

\Ivl'agncti.c tape used 1o record analog,
as in 7-201,

digital information ma be declassified by degaussing
g Y g g
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above. Rigid magnetic storage surfaces may be declassified as
in 7-202, above, except that the unclassified overwriting signal
must be analog instead of binary with the latter recording left
intact on the device. In the case of a failure of the degausser or
overwriting methods, a permanent magnet may be used as in
7-203, above, for rigid recording surfaces.
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SIECTION VII
Part 3. DISPOSITION APPROVAL

7-300  General

With the specific approvaliin-esch case of the Designated (systems)
Approving Authovity, or his designee for this purpose, within the
DoD Component that is résponsible for the security features of the
ADP System, sterage media treated as above may . be handled.as
wnclassified and released as necesyary.,

7-301 Records

A record 6f the abovd operations shall ‘be maintained for a period
of two (2).years after disposition of the device: or ieguipment,

7-302 . 'Specific Guidance

a. Guldance for eradication of magnetic media not covered above
may be oktained by submission of all pertinent details to the Deputy
Assistant Secretary of Defense (Security Policy), OASD{(C), for
consideration on a casc-by-case basis,

b, In'the abzénce of cradication by approved eqguipment or procedured
or at the dircction of the designated official responsible for the ADP
System's security fcatures, magnetic information’ storage media shall
be safeguarded in the manhdy preseribed forthe highest classification
ever recorded thereon until itis destroyed,

N

2
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SECTION VIII .
SPI CIFICATIONS FOR MAGNETIC TAPE ERASE EQUIPMENT

Part 1. EQUIPMENT SPECIFICATIONS -

8-300 Magnetic Tape Degausser Specifications

This specification covers an equipment to be used for automatic
bulk degaussing of recorded magnetic tape. It describes in general
the desired configuration and sets forth desired electrical and
magnetic performance.

8-301 Requirements

a. General

1. Recel Size. The equipment shall be designed to degauss
magactic tape in widths from 1 to 2 inches, wound on reels from
3 10 15 inches in diameter, with provision for conversion to either
5/16 inch hubs or computer reel hub dimensions. It will be permis-
sible to turn over 2 inch reels for degaussing.

2. Installation., The equipraent shall be designed such that
either rackmounting or bench top operation can be accommodated with

minimum modification.

3. Operation. Operation shall be automatic once the veel is
loaded and the degaussing cycle is initiated, except for 2 inch wide
tape which may be cycled twice., The degaussing operation shall

not require more than two minutes per reel.

4, Degaussing Safeguard., A method of monitoring the relative
current in the degaussing coils shall be provided.

5. Safeguard Tape Unwindinﬁg._ For verti;:all.y mounted degaussers,
a method of reversing the direction of reel rotation while cycling shall
be provided. This reversal of reel direction must not interrupt the
degaussing cycle. This safeguard prevents the unwinding of tape
while cycling. : C
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b. Detailed Requiecments | i

1. Tlectrical Power. The equipment must meet all requirements
over the following parameter ranges:

-

(@) Input Voltage Range - 95 to 135 VAC, single phase,
three wire system. :

(b) Line Frequency Range - 48 to 62 cycles per second.

(c) Power - The current drain shall be less than 20 amperes
for any of the foregoing conditions of linc frequency and
voltage. -

c. Mechanical

1. Cabinet. The equipment shall be designed for mounting in a

standard 19 1nch 1ack and shall have .minimum height and weight ac~
cording to the design requirements. '

'_within the environments detailed under section d., below,

2. Finish. Surfaces shall be adequately protected against corrosion

d. Environmental Performance. The equipment shall perform to
specification when operated inthe environments listed in the following

~ paragraphs:

1. Altitude, Non-operating: sca level to 50,000 feet
Operating: sea level to 10,000 feet

2. Relative Humidity. Operating and non- opcra’nng, 5to 100
percent, no condensation., However the equipment shall survive condensation

after being dried out.

3. Temperature. Non-operating: -40° to 71°C
Operating: 0°C to +55°C

4., Vibration and Shock. Non-operating. The equipment shall survive
N specified test metheds which are intended to simulate shock and vibration
levels expected in commercial shipping and handling
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e. Performance.

1. Degaussing Level. The residual signal level after degaussing
shall be a minimum of 90 db below saturated signal level for tape

widths of 1l inch or less.

2. Duty Cycle, Design shall be such that continuous operation,
i.e., a duty cycle of 100% may be used. Under conditions of continuous
operation, the temperature rise at the recl face of the equipment shall

not exceed 35°F above ambient.

8-302 Test Procedure.

a. Xgquipment.

1. Recorder/Reproducer with full track 1/4' heads.

2. | Audio Oscillator
3. Wave Analyser with 20 ops :bandwidth
4, . Oscillescope

b. Procedure.

1. Record. Record tapes with a 400 ops signal at 7' ips with
the record level set for saturation, Measure the playback signal
¢ wave analyser on the 20 ops bandwidth position and

level using th
This is the reproduce

the recorder playback gain set at maximum.

reference level,

NOTE: The saturation point shall oc defined by the
tape transfer curve as the output level for
which input levels L and 2: produce the same
output. (See Figure No. 1; '

t

-2, P_ggaussin‘rr. Degauss the tapes.

N NOTE: To evaluate the ability to degauss wider tape
widths two, three, and four 1/4 inch reels can

31
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be taped together for the degaussing procedure,
' To simulate the larger diameter reels a special
15" X 1/4' reel would have to be used. This
" can be constructed by interchanging a standard
1/4" hub and 1" flanges. :

3. Playback. Playback the degaussed tapes with the playback
gain set at maximum. Tune the wave analyzer (20 ops bandwidth)
to measure any residual signal level,

NOTE: Clean and degauss tape recorder threading
path before each pass.

38
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SATURATION
INPUT
LEVEL

— —

OUTPUT LEVEL
FIGURE No. 1
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SECTION IX
SECURITY TESTING AND EVALUATIONS (S T&E)

Part 1. GENERAL

9-100 Purpose

a. To develop and acquire methodologies, techniques, and standards
for the analysis, testing, and evaluation of the security features of

ADP Systems.

b. To assist in the analysis, testing, and ‘avaluation of the security
features of ADP Systems by developing facts (for the Designated
Approving Authority) concerning the effectiveness of measures used
to secure the ADP System in accordance with Section VI of DoD
Dircctive 5200. 28, and the provisions of this Manual, (See Sections

11, III, and IV.)

c. To rninimize duplication and overlapping of effort, improve the

offectiveness and economy of security operations, and provide for

the approval and joint usage of ST&IE Tools and Equipment.

4.0
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SECTION IX
Part 2.

9200 P;rocedurés

The procedures and other portions of this section will be published
following additional testing and coordination.

41
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